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The following are draft coments 6% the Director, OCT to i) 
be presented at the ADP Hearings the week of 8 May 1978. Attached 


ow, ee 
\ 


‘ 


gtd 


also are comments to be made by the NSA representative. 


es ILLEGIB 


eo. 


fe 
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Mr. Chairman and Gentlemen of the Giliihtttal: oo ee , 


For sometime now the Congress, through the Committees exercising | 
eversteht of the Intel fieeeee Commmity, has expressed continuing 
. e * :f: f . 


concern over the growth fe ADP expenditures in the Intelligence Community 
and the Jack of a management mechanism at the level of the DCL to 


coordinate, control and plan for the é#ffciant utilization of ADP® 


resources on a Community-wide bagta. 


2 eee ae 


tkLtustrative of Congressional statement tortie | Bava _the Language _contatned.. | 


..in the report of the House Appropriations Committee on the 1978 NFIP 


budget wherein it was stated: ey oe 


“The Committee has tried for the last three years to Limit - 


Rrowth fn communications and computer expenditures to a more 


gyrom 


e 


reasonable level. These efforts have included special. exhibita, 
reductions in specific programs, and strong report Language. 
re 


Nevertheless, the Committee's effort to limit these expenditures. 


DO Sor 
YD 
c 


yom. Copy 


An 2 
© a, os 
has failed." Oo .3 
As a result of this conclusion, the Cemmirtse adopred a general. policy $ QO — . 
4 ha Nasi egestas ote api las a cael wens calatarcanld yw Faltieneie ena, es Sag das \ me $ 
limiting the overall growth of ADP to an annual rate of 10 percent in Q - SS 
real~terms. oy QG ‘% 
_.. . The report of the Senate Select Committee on Intelligence tn’ > 2 a 
Se Sotto Fo ee ee Q ran 
1977 stated in part: . es & O 
is, * as a ft OF 
"Witnesses in the FY 78 budget Hearings identified tfansgement a = ** 
oan. 
of data processing as an area requiring improvement. These om R. ~ } 
activities need more careful coordination, direction and interagency. 

; — va 
planning in both the initial stages of atquiring hardware and. ; a ¥ 
software.....“ ILLEG! 

" at: 
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Perhaps more sign ftcant than tha prbbtens tavolved in the sharing 
of “computer resources is he continuing problem Anvolved in supplying 
Aaileninate ADP support for ehe aeaias requirements ey, the Intelligence 
Commun Lty wightn, the Limits of extating fiscal constraints. ‘In the 


perlod since 1970, Pe ae ADP expenditures have increased from 
25X1-— 


Allion dollars in the 


current, fiscal year. in current neltere “This anounts” to a rate of 


foe prowth of somewhat less. than ‘10% vat annum, “However, and more = 
i oe Tk ee ata aigntfteantly, translated 1 into constant dollars this ‘amounts tb ‘e@ vate 


of Stourh of less than an per annum: in veal hevns. over this i 


Jos same perdod, manpower in th 


mo 


It ta ‘apparent: that reductions’ dn : 
manpower of auch significant proportions ‘woutd ‘have aavioosty. ae 
Fase 2 dege aded U.S. _ Intel Ligence capabilities weptout large aereanal it 
| “both the ‘quantity aaa quality of ave support: throughout ‘the Community. 
In addition to the requirements levied on Community ADP support: 
generated by manpower ved uchtone: the Increasing sophistication, both 
oF U.S. coflection systems and the communications and cryptotogte Ck 


techniques employes by target countries, continue to generate ; 


requirements on the expansion and Amprovenent, of Community ADF 


capabilities. succinctly stated, we mast Tun. _very fast Just to y stay we cs 


even. 2 a es 8 eae ae ceo 


In connection with the fiscal peobiinw we eee the aver tneteasing. 


_tast of maintenance should be addressed. th paar aeea ine nysele 


‘with the ADP guerse tons of the Community; L have been really curprised 


ma - to. learn the age se a great deal of the computer equipment tilt being 


v 
)- Se ee LLEGIB 
“A put to very pood use throughout fet Community. “The purchase @ — 
: yy oe 


TOP SEGRET — 
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of equipment and its use over long partcay “of time is certainty 
the most cost-effective way to manage one's 1 resources. Nevertheless, 
a8 computer equipment ages and becomes obsolete te becomes increasingly 


dif ficute and more expense to properly maintain. This phenomenon rae 


. is applicable to © softunrpymatntenance, and is’ certainly ee peculiar c 
te the “Antelligence business. AL facets of ‘government and industry 
are: faced with the same. problem of. continually Renita maintenance ” 


costs. “The only ‘effective way to ‘combat this ts through, a comprehensive. 


ie Se program: of _coneinuatty replacing: and 1 upgrading obagiate aqulpeent and 


- systems, 


Por all these reasons, the rate ef growth Of ‘ADP expenditures be 


et ete ee ne oe pina ees eee EE ee eke 


cannot be ‘enpected to decline and nay SNGREREE over one near-term 


if we are to continue to » provide ailequate support for oueeine: intelli~ . rt 


gereewes efforts aid Goveton & be means te support new initiatives atrendy , 


Pet vad programmed. 2 ae be: ee : ane 


In my brief F experiences vith ADE ‘tt ‘the InteLligence Conunty, Oier 
I, along with many | of my colleagues, perceive ‘computer security 
to be one of the most intractable and Amportant of the problens , 


which must be addressed ae the Conmsntty. “Aithoiigh, at times, 


security may he ‘uttized as an excuse for parochial attitudes, 
~~ the existence of that situation should not be allowed to obscure Ca 
"the hard fact that security is a very real problem. The mherent 
“ nature of the advantages to be derived from the use of COMPUEEE? 
ee access to qOEES issues (of gata. “aso Increases $y ne 


orders of magnitude the » dangers inherent “fv any successful penetracton, 


ao “ILLEGIE 


Cx 


attempt. Furthermore, preeane of the architecture of the present 
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oe aaa, zo MoS EBM doo osaaroozoorer7 no agian : 


generat jon ‘of camputers and thelr “opetaring tee. it ‘is a ‘virtoyy a 7 


impossible task, without the » expenditure of aincti Largefeesources im 


the form of time and money as to be dnp COG eECays to hope to achieve 


an acceptable level Coe esehoUue stringent physical security 


measures and Limitations on beceeal: Fortunately, I am able to report os 
2 ; pes 


that | for. ‘the first ine») based largely on RED efforts sponsored 


by the Intel bigence Community, nigniticant progriss is Being ade 
ein chia | area. _nowever, Of wits ve be a considerable period of time 
a ef. ove the new _sechnolagy nou ‘heing developed will find tes way ca 


a ee widespread appttc atton. | ‘to “che meantime, the: Community ‘mst | hae 


oe to operate under stringent constraints fn this areas ; 
o age a 
“Tt will ce a matter of ; Mighest priority fo ‘the Office of Gas. 


Se Syatenas ‘to promote, in every way possible, rhs continuation 
~~ and nceeteration 9 of ait promising efforts ‘tn this area. a : 
“Another matter “which deserves tent toning ie ‘that most of 
e my cottegues: peccelve that there da. a problem, paxticularly, 4 in nthe 


Department of Defense components, in the crane ae ‘implementation ee te 


of the requirenents of the ‘Brooks bill to computer Procurenert: 


| othe | difé tc ee entatled a ine tine required to consummate a 


competitive procurement under present General Services Administration a 


oo 


. policies and practices | can “Fesult ier the acquistton of equipment 


which is aieendy obsolescent and, in serious economic losses arising . 


TLLEGIE 
out of the delays which are Spauearle iuiveeutes © the process: ene Seed 


DEX1A 
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aie ee at 


Pee Ge 
. we ah Digits ch. ug awe Ge 
In response to these Congresat atives and becduse of 
: : 
his own destres to improve /the management of ADP resources bad the 
) 


Tnret Ligence Comainteys pe DCL, ag a Pare ‘of his Saoveanteation of 
the Intel Ligence Commanl ty managentent structure, created the Office « of Sth 


sy, Anformat ion Systems as a pert of the staff of the Deputy 


i) ae 


ae ie DoE for Resource ‘Management In Saousry of this ia: : assumed 


7 ‘Sthe duétes of Director of that offices, 


Tn his anual report, tosued in January 17, and directed to ‘, 
ae President, the Congres, ‘and the Intel tgence Community, the Director a 


. “stated: 


top. management of the “Community, aid Congresstonat ‘committees at 


“dealing with Intelligence matters. are in “agreement that: the rea 


| resoueces for hardware, auch as commuters and ‘telecdnmnntcations 
equipment, and in fact all resources for information hand ing eet ss 
-systens 1 and “capabilities, ‘must be provided, _Managed and 
operated under a » comprehensive Cominan ity plan. Requests for ee 
resources to create new capabitities, inst, be. evaluated, faye 


content of 2 total guises plan, and phaen te in turn mist bs = 


directly related in a very / practical way to the eyelical 


i easecas for programming and budgeting. a and the procedures of ae 


zero-based ‘budgeting (zB). wo 


"Commun ity {nformat‘fon. Systems Office ~ The chief of this 


office will he the "senior App. official” 16 the Intelligence 


Community -and will be responsible ‘Bt developing and 


a coordinating the official mid— and. tong-range m master plan ia Sead te 
sais oo oa ee on 


seit? “and to monitor the — 


— for the CTHS; to acs the plan x 
3 ae eee 
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implementation of the plat by cont Biibating cofgentza- 
pabaesY 


My purpose wil be to Amplement the intent seek purposes of 


Boece! orig i 


the Director ag aan by him in creating this new office go as eon 


= Provide the THAAPCHEE: aiid ‘technical expertise on “the : 


Resource Management, State to effectively evaluate new 


gage ADP proposals tn the Comunity ‘aad. make. e appraisals. 


of a their Communtey-wide benefit. 


cee a Monitor and study the ongoing date Processing. 


operations in the + Intelligence Community and make erie 


erty ean ate meme Led ge oa” netommma rnin nore ~e 


recommendations to the Der on actions required to be e taken 
ae to improve the operational efftetency of data processing xe 


oe operations ‘tn the Intelligence Gomrantey. as a 2 whole. 


— Assist the DCL in providing fiacal guidance for ‘the - 
development oF the Nee budget and in the review and 
: preparation of that budget 80. as to Anprove the 
“ : e "efficiency « ot ‘the: utdifzation. of ADP resourcea rin pe 
: - support of the miasion and funct-tona of the Intelligence Be 


: Community, while minimizing the increases in ADP 


expenditures ‘which must ‘take place ta order to mafntain 


and anprove u. 3. foreign iireldignioe capabilities. . 


-- (Supe upesvine“and-coordinata] the planning for the uttLizdeion heat S 


pee een . of ADP resources by the individual components, of the a 
ra oer ee aa mB ee ee 
; > i teed ace Command €9 and[inteprate] these: plans into os oa 


a cohesive So structure For the Community aga" 
a whole. Ce le eee 7: ae: ILLEGIS - 
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(The renponaibilities of nie a fce are” “faded” ehattoniing 
and awesome. In the past Several wontha, bi have haan engaged in 


fami arizing myeely with the multitude of data processing ayaten: “Fae 


extant in ‘the Community and the funettone which Acad support. ‘The 
‘variety and complex tty of. chase systens ahd “the: extent to whieh our - 
ae present day intelligence atructure > depends spon then almost defies 


af 


_desertpeton. os 


a am y happy to report to “the Gommteted thet ny 1 Anpressions, Have an 


wth a hate 
3 


“ feneralty been that the people of this county are” indeed well served 


Ty 


by. a large group. lof "extremely dedicated anid “competent people + who are 


ee makers of our national “government | ‘are » provided ‘the ‘best “posaible 


information in a » tdmely manner. : oases ae 


Spay anes cre penguin cette agin —— 


‘That is. not to say, “however, thae there are no problems. The 


ahh Issued by the Chairman for these hearing stated Baek the aub- 


“committee wished: ".. .to ‘obtain, a brieg overview of the ® major systems oo, 

vin the Community and to explore how the Gommuntty manages hase abaets se eee 

cand: what is perceives ‘ts major nection to. be today ‘and in the futures” 
ate describing | the creation che the ovis and the duties and reepon= 


oo stbiiietes imposed | upon ‘tt r by the pirector, Y have ‘béen addressing 


a new - Inte lative in the area of managénient of ADP tn the Community 


aa which we expect to Amprove the performance of the Community. 


in the Get iieation of its resources. “It is currently sianned that the . 


og . aepie wilt be staffed by 10 persona, “provided the. requested epropraenlbhEGIS 
BEXAR oo este | as ene Neat NL mae 


5 Geese We 
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eee n pte mete eter comet 9 oe etme 


24 


netiona and Rida amandmonts _ oad aig sired “ite abieovie. 7 - - be 


This state, wilt tinetude.a number of paaty qualified ADP prcreesionmls 
_ who will, for. the First time, give the ber ‘the capability which he , 
needs to effectively GaEty out the new s responsibilities vested au 


“trim by Executive Order 12036. ; ee co ae cay 


oe wt a cen ae retin cee ge = tsthteeten Bk. ESOS She degtien 


fae “Until now, he. management of ADP has been decentralized. Bach 


Led = bes yt : “ ye ie eee = pra ; es ms 7 . aa aaa - _ 
er : component of the Comminty has developed » an . ADP management suited 


A 


£0 its own » organizational structure ‘and the: particular niseion ‘and 


functton of each agency. the nature © of the various managerient ; 


ae 


oe structures: which exist, at the operating levels wilt _be described ‘ia 


soe 


| some: detall, tn the ‘presentation to be  gtven later ty reprenentatives os 


ae of these - components. 


obs part of this overtvew of £ Conmantey ADP, hs would, however, like ee 
. s to eal, the Conmteee’ 8 attention to several stgutftcant new initiatives ae 
taken by several. of the :ohencies in thetr = continuing « ‘effort: ‘to > Anprove iy ce 


their Antemal management procedures. 


ti, AsD(C°T) and the Director of DIA, Jolatly agreed, tn ce 1976, 
Se to create a systems planning offite to develop a ‘Defense Intelligence 2 
: “Unfornation Systems - master plan. me purpose aid activities of this 
ee as otf ice will he discussed in some detatt: at a later portion of the hearing. ae a 


2. Within the last year, NSA tias ‘made: ‘two major organizational and 


peas management changes which are “expected to ‘result “tn better nanagenent ‘of, 


“ADP and Teleconmunteations and in more careful review of major systems — 

projects. "Tre Sirs Df these 4s the spomeesAdaeioa of the IP aod the - ay . a : 
Teleconmunications organizations. This was done in regoghition o! és the ae 

7 ckey role which computers are now Playing in teleconmunications ge 


ILLEGIB 


en ; ara = 
the objective a achieviy i netten ta wsuéicn oF processes aa | 
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' : : ety 3 ae 


better flow of StGiy data. ‘The BSE Sikes was 3 the ean ton a 


formal structure for validation of requirements for new ayaten capabilities : 


and a process of format reviews of concept alternatives and system c 


aed 


= acquisition. “This } process is being applied to moat of the new project a. 


“which will appear in the 1980 ‘budget. The review process ia ‘already : 
e having : a favorable effect in determining ‘the ‘real need and | probable 7 
eae of proposed new cm systensy Rh “4 ee ee SRE cr oe 


3. GIA, on 1977, [Eoeabl peer pe procedures, to thprove. 


PQ sa Sheen sects Aen Be maak Ly _ ta 


central overview of ADP ‘expenditures. The Executive Advisory Group, 


* 


a compased at top-level mansacueat within the Agency, no’ review 2 teenusar od 6 
wh, ph PAVCLan Hf ALU MuAne ALLA GUintey MOQUACR PIS AUER rm i 
_Aneney Ave ‘vig [o-be-inalnded-vkthin-the: gener yeogeemplan. 7 The. 

ppanewalele 


ae ecutive Adviso y Group also ‘reviews: individually and in devatt feral 
oe go PLredart athe ni Ate DUES OUP 
he ae [2t-majer_peojects-oupported-by-the-GIA office ‘of Data’ P ocessing , Gt Und ar 

. aes WURLRUILZS Gnd Wed Acre h Aare ese P apebicat Ba 


TOUS at bath the level of fhe Bet aie at the Agency Tevel, 


cas ie ‘signific ant new y managenent initiatives. are e underway designed to 


Ae ‘Improve che efftetency of ‘the Intelligence Communtey’ 8 ‘ADP ‘operations. a xe . : 


“AS quoted above: the ‘Chairman! 8 letter lao requested that the. - 4 
ao: Community’ @ percept tan of ite problems be addressed. ADP in the | 


Sta Conmun.ity has had a history, is evolutionary. growth. wats beginning _ 


be eee 


cm can be traced, agency by agency, back: to ‘early attenpts to improve . - = > 


‘ the ues. “Intelligence effort by uellieing in its support. the most 7 ct 
: oe lage ee ee 


a fs ef fect ive tools technology could provide, particularly in the iS 


; cryptologte area. A Little over a year ago, (wrote a 


“an unclassified account of the "Influence of U.S. Cryptologic : 
. Sevaatenetlaness on the Digital Computex ‘Tndsstiy” which eesti tad. the oe 
“a very real cantribution that to the early development of computer. ; - -ILLEGIB ; 


Vi technology which were made by the edrly R&D efforts of zthe is. 
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: tee processing | base of the , Community grew from Ge aaa roots 
oS amd was ‘radlored i ‘each instance to meet the spectfic and dtecrete ss : 


o needs, missions and functions of each of ite components, Because ee 


i this diverstty ard variety of instatied computer. “equipment, most! 


2% sctscet = 
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Cryptologic Agenctos. Coptes ‘of “Bea aetietd oni be nade’ W iwistalte 


toa members of the SSpcomirt tees who may wish to ‘review this interesting 


history. 


Because of the Aint tattons! of dicty autncete computers, ohet s ] ae 


em SeBewtnih itech rodent: ca 8 8 . pe nec Le eis Siege 


che et 


; ‘of these Limttactons, te was “not : possible to achieve a charing of ake 


Doerr resources, and the nmenagenent of ‘aoe in the Community 


wo 


ns quite naturally. decentralized and diverse. - “Because of the. | 


og: ee, Paar 


Intel gence Community’ s | adherence to “governnent-vide policy which 


required competitive procurement and because ‘of ‘the diverse nature 


coe 


of the applications to- ‘he supported, “the installed | base of An 


‘egetpnent tn the Cammseity ‘compriges. 8 diversiey at computer sizes ; 
: : ; - way Pleat wand a a syelon: Se 


and models, produced by a variety of vendora, ronning the > amt of se 


eo -conmerefaLly available computers cand peripherals. 
an ‘Now that technological advances have nade the internetting 


“of computers and the sharing Be. resources ‘technically feseibie, 


OF. te purchased, presents great probiens when attempts are nade cc 


Bulgin a me wee Joes ved hee 


orn provide a daavee GE interoperability among equipment types whieh ee 


are often “Aaebapavibie. Nevertheless, the Community aa taking. 


signifjeant investments in working | out ways and 1 means of overcoming 


this particular ss Vem where there As promise that we ad ett be" 


economically feasible to do so. 
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ae “ - : an aS eS nae EA es Bh erieesonesa re ie ie : 


There is AROEnES. set of probtens- ae ie: need to be ‘adarebsed 


if we are co continue to move toward the canveaned sharing of ta Bowen: 
ptudy He L204 hey Splat 
in the Commun sty, ‘These involve _the[adoption-ond-inpenentet on-of 


Communiey-wide standards: in areas auch aa data elements, Aine . protocota, . 


file formats and retrieval systems. 


on final problem which should be addressed ts ‘the Fact ‘thaty 


an hwretofore, due to the lack of any effective Director ae ntelltgince | 


“eat 


; “Tove ‘management mechantom, a has. Been extrenely difficult to tmplement 
“ADP. > Systems which “worked over existing organteational boundaries. ae 
The establishment of the Community Infornation systens Office and and he 

3 proviaton of adequate staffing therefore, coupled with the new ma 8 


“budgetary: authority. vested by the President tn the ber, ‘should result 2 


ay a | great improvement of the ‘capabilities OE the Community & to ) cope ae 


ae: with this problem. 


The letter of the: Chatrman ‘alee eduented that we provide s an. 


a eae 


“overview of the nojor Community Ape. Syatena.The xepresentatives 


of the. vanlous Communsty components who will follow me will address, 
ee principal BYSECRE. which are , operated and maintained by each. 


However. before closing this portion of the presentation, 1 would 


ke to briefly: call the Committee" 7 "attention ‘to “sevelat large aad. 


“Important systems which, "despite che “previous organizational Limtea- ee 


oe fone of the Community, have been destpied and built and are — : = _ _ oo 


OBXTA. _ ‘Giheenautuliy serving, the Joint desman of the Communtty, despite the 


% sneha Sewatinns Coren © i 


2 


; problems of avennienbion v security which had to be surmounted _ 


TO? sitRE ieee an — ree 
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" 7 tas 


women cow ym es 
eo: 
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